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How to Use MagpieBridge:
A General Approach to Integrating Static Analyses into IDEs and Editors

https://github.com/MagpieBridge
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Actual JavaScript Taint Analysis IDE Integration Code

public class CreateSDGForJavaScript {

public static MagpieServer bridge () {
MagpieServer bridge = new MagpieServer () ;
bridge.addAnalysis (" Jjs", new ServerAnalysis () {
@Override
public String source () {
return "JSTaintDemo";

}

@Override
public void analyze (Collection<? extends Module> files, MagpieServer server) {
try {
Collection<Module> mZ2 = HashSetFactory.make () ;
files.forEach((m) -> m2.add(m)) ;
m2 .add (JSCallGraphBuilderUtil.getPrologueFile ("prologue.js")) ;
Module[] modules = m2.toArray(new Module[files.size()]):
JavaScriptLoaderFactory loaders = new JavaScriptLoaderFactory(new CAstRhinoTranslatorFactory()):
JSCFABuilder builder = JSCallGraphBuilderUtil.makeCGBuilder (loaders, modules, CGBuilderType.ONE CFA, AstIRFactory.makeDefaultFac
CallGraph CG = builder.makeCallGraph (builder.getOptions()) ;
SDG<InstanceKey> SDG = new SDG<InstanceKey>(CG, builder.getPointerAnalysis (), new JavaScriptModRef<InstanceKey> (), DataDependenc
Set<List<Statement>> paths = Analysis.getPaths (SDG, Analysis.documentUrlSource, Analysis.documentWriteSink) ;
Set<AnalysisResult> results = HashSetFactory.make () ;
paths.forEach ((path) -> {
List<AnalysisResult> pr = new LinkedList<>();
for(int 1 = 0; i < path.size(); it++) {
int idx = 1i; N
Statement last = path.get (idx); Monaco JS Talnt Example
if (Print.getPosition(last) == nu 1) {

continue; var document = { URL: "whatever",

write: function Document_prototype_write(x) { } };
var id = function _id(x) { return x; };

1
} 2
3
4 function Id() { this.id = id; }
5
6
7

pr.add (new AnalysisResult () {
@Override
ublic Kind kind

= J;-itui-r; Kl;g ](D)ia;nostiC' function SubId() { }; SubId.prototype = new Id();

}
if (Math.random.call(null) > @) {

@Override var idl = new Id();
public String toString(boolean useMarkdown) {

if (isSink(pr)) { 10
return "tainted sink"; 11 e temp8535751275671584956.js(9, 15):"document.URL

} else if (isSource(pr)) ({ 12 e temp8535751275671584956.js(10,16): id1.id.call(document, url)

: lret;‘rn "tainted source'; 13 « temp8535751275671584956.js(3, 28): return x:
else
14 .

return "tainted flow step";
\ 15 CoeUmCHE N e et

} 16

8
2 [JSTaintDemo] tainted sink

private boolean isSource (List<AnalysisResult> pr) Monaco Python Tensors Example

return pr.indexOf (this) == pr.size()-1;
}

32 def conv_net(x_dict, n_classes, dropout, reuse, is_training):
private boolean isSink(List<AnalysisResult> pr) ({ 33 # Define a scope for reusing the variables
return pr.indexOf (this) == 0; with tf.variable_scope('ConvNet', reuse=reuse):
} 35 # TF Estimator input is a dict, in case of multiple inputs
36 xxx = x_dict['images']

37
@Override

public Position position() { 38 bad_x = tf.reshape(xxx, shape=[-1, 11, 28, 1])
return Print.getPosition(last); 39
} 40 # MNIST data input is a 1-D vector of 784 features (28%28 pixels)
41 # Reshape to match picture format [Height x Width x Channell

@Override 42 # Tensor input become 4-D: [Batch Size, Height, Width, Channell
public Iterable<Pair<Position, String>> related() { 43 z = tf.reshape(xxx, shape=[-1, 28, 28, 11)
List<Pair<Position, String>> info = new LinkedList<>(); 44
path.forEach ((p) -> {

try { 45 # Convolution Layer with 32 filters and a kernel size of 5

Positi _ . . . 46 convl = tf.layers.conv2d(z, 32, 5, activation=tf.nn.relu)
osition pos = Print.getPosition (p);
if (pos != null) ({ 47 # Max Pooling (down-sampling) with strides of 2 and kernel size of 2
String text = new SourceBuffer (pos) .toString() ; 48 convl = tf.layers.max_pooling2d(convl, 2, 2)
if (text !'= null) { 49
info.add (Pair.make (pos, text.trim())):; 50 # Convolution Layer with 64 filters and a kernel size of 3
} 51 conv2 = tf.layers.conv2d(convl, 64, 3, activation=tf.nn.relu)
J _ 52 # Max Pooling (down-sampling) with strides of 2 and kernel size of 2
b cateh O 53 conv2 = tf.layers.max_pooling2d(conv2, 2, 2)
} 54
1) ; 55 bad_convl = tf.layers.conde(&iﬁ, 32, 5, activation=tf.nn.relu)
Collections.reverse (info) ; 56
return info; 57
} 58
50

Fbcét?acc'twﬁhtﬁ“cﬁuuxﬂxxxﬁ—TJ28,28,”H

NO
Q2

Report it as false alarm (Bad type to convolve pixel[n][28 * 28], needs 4 dimensions (possible fix: tf.reshape(xxx, [-1, 28, 28, 1]))).

@Override
pUbllC DiagnosticSeverity severity () 1) DemoProjectCC [E:\Sciebo\Arbeit\MySlides&Posters\Slides\Conferences\Demo\DemoProjectCC] - ...\src\RSA.java [DemoProjectX] - Intelli) IDEA
return File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help IntelliJ CO niCr t Exam le
isSink (pr)? DemoProjectCC src 41l RSAjava g yp p
DiagnosticSeverity.Error:
1 P
lSSOUIerG (pr) v . . DemoProjectCC [DemoProjectX] import ...
DiagnosticSeverity.Warning: S idea

DiagnosticSeverity.Information; - seftings public class RSA {
} . bi private PublicKey publicKey;
‘ " private PrivateKey privateKey;
Src

Project « D = X2 — 4 Demo,java 5 RSAjava

@Override 5. Demo.java public RSA() throws NoSuchAlgorithmException {
1 | ] | ; - J KeyPairGenerator kpgen = KeyPairGenerator.getInstance ("RSA");

public Pair<Position, String> repair () { o1 RSAjava yiairCensrator kin yPa ator.g ance (

kpgen.initialize(512);

o Fix: , it with 2048 : :

th_Repon it as false alarm (First parameter (with value 512) should be any of {2048, 4096}).

} ) External Libraries } | don't understand this warning message (First parameter (with value 512) should be any of {2048, 4096}).

<= .classpath
= .gitignore

return nul l; project

Scratches and Consoles
@Override public byte[] sign(String message) throws InvalidKeyException, NoSuchAlgorithmException, SignatureException |{

p'lJ.bllC String code () { Signature instance = Signature.getlnstance ("SHA256withRSA");
byte[] bytes = message.getBytes():;
try {

instance.update (bytes) ;

return new SourceBuffer (position()) .toString() ; instance.sign();
} catch (IOException e) { return bytes;
return "unknown";
}
Problems

1y E\Sciebo\Arbeit\MySlides8:Posters\Slides\Conferences\Demo\DemoProjectCC\src\RSA.java
} ) . Information:MagpieBridge Unexpected call to method update on object of type java.security.Signature. Expect a call to one of the following methods initSign, initVerify
4
Information:MagpieBridge First parameter (with value 512) should be any of {2048, 4096}

}
results.addAll (pr) ;

Information:MagpieBridge First parameter was not properly generated as generated Pubkey

}) s File Edit Selection w Go Debug Terminal Help Database java - DemoProjectfD - Visual Studio Code
server.consume (results, "JSTaintDemo") ; JPR— ViSllal StlldiO COde FlOWDl‘Oid Example

} catch (WalakException | IllegalArgumentException | CancelException e) { | emoc T : STat. executelpdate (createq);
MessageParams mp = new MessageParams () ; REEERERS . NNich (SOLException €) {
mp.setType (MessageType.Error) ;  DEMORROIECTD 37 © e.printstackTrace();
mp.setMessage (e.toString () ) ; " 3 } catch (ClasshigtFoundexception e) {
server.getClient () . showMessage (mp) ; " , Sprimtacr

ound a sensitive f to sink [stmt.execute(query);] from the source [req.getParameter(“userName");] at line 169 in

DemoServlet.java F
3): req.getParameter(“userName");
5): Database.deleteUser(userName);
}) s Database.java Database.java(4s, 7 str.append(userName);
return bridge; ' PEIEEEIETI : Database.java(5@, 22): str.toString();

} R - Database.java(51, 7 stmt.execute(query);

public static void main (String[] args) throws IOException, WalaException, CancelException { roject - | eaten (ot Excention & 1
com.ibm.wala.cast.js.ipa.callgraph.JSCallGraphUtil.setTranslatorFactory (new CAstRhinoTranslatorFactory()) > | e-printStackirace();
MagpieServer bridge = bridge(); : ’
bridge.launchOnStdio () ;

@ServerEndpoint (" /websocket-js")
public class JSTaintExampleWebsocket extends MagpieWebsocketServer {

public JSTaintExampleWebsocket () {
super (() -> CreateSDGForJavaScript.bridge()) ;
System.err.println("started server");

*cited tutorial:https://conf.researchr.org/track/pldi-2016/Tutorials
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