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E EA\ECOOP\DemcProjectMagpieBridge\src\RSA2.java (DemoProjectMagpieBridge) - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

4p RSA2java X

o) Juvu.scour Lty .. SLynacurecxecepoLorr, = 100 %  Ansichten ~

10 class RSA2 {

11 PublicKey publicKey;

12 PrivateKey privateKey;

15

14 RSA2() NoSuchAlgorithmException {

15 KeyPairGenerator kpgen = KeyPairGenerator.getInstance("RSA");
16 kpgen.initialize(512);

KeyPair keyPair kpgen.generate
this.privateKey - keyPair.getPrivate();
this.publicKey - keyPair.getPublic();

No description available.
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byte sign(String message) InvalidKeyException, NoSuchAlgorithmException, SignatureException {
Signature instance = Signature.getInstance("SHA256withRSA");
byte| | bytes - message.getBytes();
instance.update(bytes);
instance.sign();
bytes;
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boolean verify(String message, byte| | signature)
NoSuchAlgorithmException, InvalidKeyException, SignatureException {
Signature instance = Signature.getInstance("SHA256withRSA™);
instance.initVerify(publicKey);
instance.update(message.getBytes());
boolean isVerfied instance.verify(signature);
isVerfied;

< src\RSA2.java:
25:5 Unexpected call to method update on object of type java.security.Signature. Expect a call to one of the following methods initSign,initVerify
First parameter (with value 512) should be any of {2048, 4096}
First parameter was not properly generated as generated Pubkey

[ coanicrypt, Line 16, Column 22
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srverAnalusis — Flow

J File Edit Selection View Go Debug Terminal Help Database.java - DemoProjectFD - Visual Studio Code

W EXPLORER DemoServiet.java Databasejava X
D . = 100 % Ansichten =

4 OPEN EDITORS src » main b java » demo » Database.java
X , pUDLLIC STatlC VOla aeleteuser(string username) {
DemoServlet.java

X < Databasejava src\main\java\de... 1 45 5 ment stmt = getInstance().conn.createStatement();
4 DEMOPROJECTFD 16 ringBuilder str = new StringBuilder();
b .idea 17 str.append("DELETE FROM USER WHERE USER.NAME = '");
b _settings 18 str.append(userName);
str.append("';");
String query = str.toString();
. stmt.execute(query);
= Ll } catch (SQLException e)é{
4 java 53 e.printStackTrace();

4 demo

b sootOutput

4 Src

Database.java
DemoServlet.java
> webapp
b target

Classpath PROBLEMS @3) OUTPUT DEBUG CONSOLE  TERMINAL Filter. E.g: text, **/*ts, **/node_modules/~* 4§ & A X

project
N o . Database.java src\main\java\demo (1

4 OUTLINE 4 @ Found a sensitive flow to sink [stmt.execute(query);] from the source [req.getParameter("userName”);] at line 109 in DemoServletjava FlowDroid(req.getParameter(“user
DemoServletjava[109, 23]: req.getParameter(*userName");
DemoServlet.java[110, 5]: Database.deleteUser(userName);
Database.javal48, 7]: str.append(userName);
Database.java[50, 22]: str.toString();
Database.java[51, 7]: stmt.execute(query);
DemoServiletjava src\main\java\demo (2
4 @ Found a sensitive flow to sink [stmt.executeUpdate(query);] from the source [req.getParameter("userName");] at line 68 in DemoServiet,java FlowDroid(req.getParameter(

DemoServlet java[68, 23]: req.getParameter("userName");

7

DemoServletjava[73, 7]: strappend(userName);
Q DemoServiet.java[75, 22]: str.toString();

D340 Ln52,Col31 Spaces:2 UTF-8 CRLF Java @ A3

09:34
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< C & c0013693-a63f-4865-bf34-a422e2d6d564.ws-eu01.gitpod.io/#/workspace/MagpieBridge

00 Ow

" Apps @ music B3 Learning €& ACM @ O OREILLY @ Udacity [ Educative () dailygit ) My-Website @ My-Notes () MagpieBridge @ Build Server @ Linguee [Qg Private [8 Work
File Edit Selection View Go Debug Terminal Help

j EXPLORER AnalysisResult.java | .gitpod.yml = Preferences oMagpithtpHandler.java X OSourceCodeReader.;ava 0InferConfigGradIe,java
D List<NameValuePair> params = URLEncodedUtils.parse(url, Charset.torNamel"UlF-8"));
v MAGPIEBRIDGE - -
e AT if (!params.isEmpty() && params.size() = 2) {
v ycore magpieServer.performConfiguredAction(params.get(®), params.get(1));
exchange.getResponseHeaders().add("Location", "/config");

exchange.sendResponseHeaders (307, -1);
Vv I,configuration - else {

Vv Ij,analysis

ConfigurationAction.java exchange.sendResponseHeaders (200, htmlPage.length());
ConfigurationOption.java outputStream.write(htmlPage.getBytes());
outputStream.flush();

HtmlGenerator.java
outputStream.close();

oMagpieHttpHandler.java

MagpieHttpServer.java

OptionType.java else if ("P0OST".egquals(exchange.getRequestMethod().toUpperCase())) A

Analysis java BufferedReader reader = new BufferedReader(new InputStreamReader(exchange.getRequestBody()));

AnalysisConsumer.java Map<String, String> requestOptions new HashMap<();

o/\nalysisResult.java String[] options = body.split("&");
oAnalysisResultConsumerfactory... for (String option : options) {
ConfusionHandler.java String[] pairs = option.split("=");
if (pairs.length > 1) {
String key = pairs[0];
String value = pairs[1];
FalsePositiveHandler.java requestOptions.put(key, value);
IProjectService.java }
}
List<ConfigurationOption> newOptions = magpieServer.setConfigurationOptions(requestOptions);
String htmlPage =
oMagpieServer.java HtmlGenerator.generateHTML(newOptions, magpieServer.getConfigurationActions());
MagpieTextDocumentServicejava ___ 72 =~ | avrhanna.cendRacnnncaHaadarc(?200. htmlPana.lannth()):

oLefaultConfusionHandler.java

DefaultFalsePositiveHandler.java

Kind.java
MagpieClient.java

MagpieWebsocketEndpoint.java O Problems x /workspace/MagpieBridge O Open Ports

e e e ey — ——— - — o — " - Sy e E g e % e e s e e e S —— o — - 4 ey

MagpieWorkspaceService.java _ I .
WV JavaProjectService.java src/main/java/magplebridge/projectservice/java ‘1

© NULL_DEREFERENCE: object "JavaProjectService.projectType last assigned on line 174 could be null and is dereferenced at line 176. infer [176, 5]

SourceCodePositionFinder.java src/main/java/magpiebridge/util <1

ServerAnalysis.java
ServerConfiguration.java
ToolAnalysis.java

© RESOURCE_LEAK: resource of type java.io.FileReader acquired by call to ‘new() at line 34 is not released after line 59. **Note**: potential exception at line 37 infer [59,
WorkspaceCommand.java

MagpieHttpHandler.java src/main/java/magpiebridge/core/analysis/configuration 2
> Imfile
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- addProjectService(language, IProjectService)
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Resolves project scope by
leveraging popular build

tools (e.g. Maven, Gradle,
NPM)
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Instant Deleckion

didOpen T ————
L L ‘
publlstha gnostics o | {
e e RSl A = t &
| |
didChange \1
= . . . e "
!
doAnalysis |
publlsthagnoshcs | - y
|
dldSave ]
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| doAnalysis 'l |
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PROBLEMS 32

Markers with different severities . T e oS fom e T

[Sink] write
[Description] This malicious flow reads file list and saves it {g
(ERROR, /) INFO) [Attributes] | appendToString | TaintBench [352, 13]
1. Detected taint flow to java.io.File: boolean delete() from java.
9]: SOURCE: new File(SDCardRoot + path.subst
W A\ 5. Detected taint flow to com.baidu.inf.iis.bcs.BaiduBCS: com.ba

\ v stmt.executegguerxl;
[
Related code In hover messaqe L R e et 1o 105 1
g [req.getParameter(“userName®);] at line 189 in
DemoServlet.java FlowDroid(req.getParameter("userName");

| (Wi«'-ness Pa-l-h) Dem«%ervlet.java(l%, 23): req.getParameter("userName");

DemoServlet.java(11@, 5): Database.deleteUser(userName);

—————————

Database.java(48, 7): str.append(userName);
Database.java(50, : str.toString();
1 atabasej: Database.java(51, 7): stmt.execute(query);
' ound as Quick Fix.. Peek Problem

Advanced features
ir keyPair Fix: reglace it with 2048
B

(Quick fixes, Open URI, False alarm reporting ...) g areKey S N ———

pUb]-lCKey = k | don't understand this warning message (First h

No description available.

byte:] Sign(Stl Llly l'lLJJu\\jLI - LZIfrvuuo LuUurnLyw ’(
ture instance = Signature.getInstance("SHA25
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Bridge Provides More User Control
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Bridge Provides More User Control
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Bridge Provides More User Control
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configFilePath = “config/myConfig.txt”

¥ Flow-sensitive |

g/ SetConfigurationOptions(...) | I Context-sensitive 1
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